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Abstract.
Deterministic random numbers that are indistinguishable from true random
numbers are needed for cryptographic purposes. I derive a concept for generating deterministic
random numbers with floating point resolution. I discuss desired attributes of random numbers
then introduce The Removal Postulate and a definition of white noise. The random number
generation technique is derived from the Fourier Series that uses prime numbers instead of
sequential integers. I discuss some issues and solutions about symmetry then define Voices which
are used throughout the discussions. The Slicer technique is described which creates a true
distribution plot about a set of numbers which are used throughout the discussion to illustrate the
effect of various processes. Next is a discussion about clipping and conditioning the data to make
a uniformly distributed set of floating point resolution random numbers. Numbers removed
during conditioning are used for reseeding the random number generator. The Scrambler
technique is introduced. The Hasher algorithm is described with an extendable version to create
arbitrary length hashes from the 56-byte (448 bit) hash. These processes are combined to seed
and reseed the random number generator. Finally, the random number generator, scrambler, and
hasher are used in the description of the NousCrypt encryption algorithm.
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Introduction
This discussion derives a method to generate deterministic random numbers for use in
cryptography and other purposes. The concept is to create deterministic random numbers with
floating point resolution that are indistinguishable from true random numbers.
Random numbers may be generated by some natural process, such as digitizing atmospheric
noise, or calculated using an algorithm. For cryptographic purposes, a random number
generating algorithm needs the ability to, given identical initial conditions, generate an identical
set of random numbers.
Since a natural process is not predictable, the next value is not determinable. For an algorithm
with known starting conditions, the next value is determinable. The National Institute of
Standards and Technology (NIST) defines1 these two approaches as being Deterministic or NonDeterministic Random Number Generators, usually acronym-ed as DRNG and NRNG. NIST
only approves deterministic random number algorithms for cryptographic purposes.
Attributes of Random Numbers
Disregard for a moment how a set of random numbers was generated. Consider the attributes of a
set of random numbers. Random numbers used in cryptography should have the following
attributes:
1.
2.
3.
4.

Deterministic Algorithm
Backtracking Resistance
Prediction Resistance
No Bias

A Deterministic Algorithm will yield an identical set of random numbers when given an
identical set of initial conditions. What defines initial conditions depends on the algorithm used
to generate the set of random numbers. I will discuss this topic in more detail later.
Assume an adversary obtains an arbitrary subset list from a list of random numbers.
Backtracking Resistance means the adversary is unable determine the parameters used to
generate those previous numbers and cannot distinguish those previous numbers from ideal
random noise. The adversary should not be able to determine the internal states of the random
number generator from the acquired subset of random numbers from the generator. The
generating algorithm must not repeat sequences and have a sufficiently complex set of
parameters that makes backtracking difficult.
An ideal random sequence should have Prediction Resistance. Assume we know some previous
random numbers from the set. This knowledge should not indicate the parameters used to
generate them, or any preference toward the next numbers in the series. Consider the roll of dice.
A roll of any number has no influence on the next roll. Ideally each number has equal probability
of being rolled. For a specific roll, that rolled number neither increases nor decreases its, or the
other possible numbers probability of being rolled next. No predictable patterns should exist in
1 NIST SP800-90A, SP800-90B, SP800-90C http://csrc.nist.gov/publications/PubsSPs.html
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the set of random numbers. After any number (or sequence of numbers) appears in the list, the
next numbers should have the same probability as before the previous numbers were chosen.
Ideally, every possible number has equal probability and that probability does not change due to
previous occurrences of any number.
An Unbiased random sequence has equal distribution over all possible values. No specific
number, or range of numbers, should occur more or less often than other values. Each value
should have the same probability at all times.
The Removal Postulate
A random sequence of numbers should not have any obvious pattern. Short patterns of a few
numbers may appear by chance since any combination is possible. But a pattern should be short
and not occur repeatedly in any predictable way.
Assume a list of random numbers. If we remove a number from the list, the point of removal
should not be noticeable. The same should be true for removing a sequence of numbers from the
list. Since the numbers before and after the removed number may be any value, removing a
number from the list does not change the probability of any particular number before or after that
number.
The Removal Postulate:
Removing any arbitrary number, or sequence of numbers,
from a list of random numbers, should not create any noticeable change or transition
artifact at the position(s) where the number(s) were removed.
White Noise
White noise is a summation of a chaotically uniform distribution of a wide range of frequencies.
No specific frequency overly dominates. A spectral analysis of the frequency and phase should
also appear chaotic without any overly dominant or missing areas. White noise is the antithesis
of music, lacking pattern and structure. A chorus of many voices lacking synchronicity or
agreeable succession of harmonics and rhythm. Random numbers should be white noise.
A difficulty with creating an algorithm or equation to generate random numbers is that an
equation or algorithm is, by definition, using structure and repetition to create its output. We
want a white noise generating algorithm which has an output that lacks structure and repetition.
Spectral analysis is usually used to pull structure from disorder, such as extracting a signal from
a noisy source. We want the opposite. Given some initial condition or seed, we want noise
without any perceptible structures or repetition.
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Consider the Fourier series (1):
(1)
(2)
(3)
The magnitude for a specific n is (2), and the phase angle is (3).
Consider the summation of frequencies for the set of integers {1, 2, ... n}. Let us begin with the
following simplification of the Fourier Series by assuming the following (4):
(4)
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A Symmetry Problem
We see in Figs 1-4 an issue with symmetry and anti-symmetry. We do not want repeating
sequences so we do not want symmetry (or anti-symmetry). Notice that the example used only 8
terms to better show the issue with symmetry. Obviously we will need many more terms, which
will be discussed in detail later.
To avoid repeating sequences, constrain the domain of calculations to one 90 degree quadrant.
Each quadrant follows a similar pairing pattern for the sine and cosine results differing only by
sign. Since the first prime number is 2, we need to divide the domain by 2, which makes the
calculation sweep through a 45 degree wavelet angle. Another consideration is the starting angle
on the circle to start the 45 degree wavelet sweep. I will return to this issue after the discussion
about clipping the data set.
A Chorus of Many Voices
A summation term for a specific n from equation (1) results in a sinusoidal wave with an
amplitude and phase dependent on the coefficients as shown in equations (2) and (3). This is a
simple sinusoidal wave like the voice of a singer. The summation of multiple terms forms a
chorus of voices.
Let us define a single Voice as the term for a specific value of n as shown in equation (6). The
variable x represents Points on the wavelet that sweeps the 45 degree arc, as previously
discussed.
(6)
Let n be a set of Prime Numbers. For each n, the term Vn becomes a distinct waveform that is
summed with the other terms. Think of each term Vn as a Voice, similar to a singer in a choir.
Since a prime number determines the wavelength of each Voice, each Voice adds a distinct and
unique characteristic to the final summed waveform. The number of elements in the set n is the
number of Voices used to generate the set of random numbers. A chorus of many Voices.
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The Slicer
An important attribute of random numbers is
uniform distribution. As we will see, the
distribution of data points does not necessarily
follow a simple distribution curve. Instead of
fitting to a distribution curve, I wrote a C
function to create a curve of the actual
distribution. This technique has the advantage
that a guess of an appropriate curve is not
required. The technique is simple, but very
useful for analyzing the distribution curve.
The technique works by dividing the vertical axis into equal slices, then simply counting the
number of data points that fall within that slice. For a given number of slices N, the width of each
slice is (7).
(7)
The following page shows a C function for doing the slice analysis across a set of data. For the
following discussions, unless otherwise specified, each plot is 36000 points (1/100 degree
increments 0-360 degrees) with the number of slices set at 900.
Let us begin with a simple cosine wave and its associated slice plot.

Fig 6 is a simple cosine wave and Fig 7 is its slice distribution plot. If the slice plot is flipped 90
degrees then overlay on the cosine wave plot, we can see the relationship between count spikes
and data point characteristics. I will discuss the significance of the Fig 7 curve later in the
discussion about flattening the random data.
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The following is a C function for finding the slice distribution curve for a set of numbers.

#define RANDOM_POINTS 36000 /* number of calculated data points */
#define RANDOM_SLICES 900
/* number of horizontal slices used for analysis */
double rdata[RANDOM_POINTS+2];
/* raw data */
long slicedata[RANDOM_SLICES+2]; /* slice counts as integers */
/*
/*
/*
/*
/*
/*

***************************************** */
horizontal slice counts */
processes rdata[] */
slices is the number of horizontal slices */
n is the number of elements in rdata[] */
***************************************** */

void random_slice_count(long slices, long n)
{
long i;
/* data counter */
long s;
/* slice counter */
double mx, mn;
/* data max and min */
double sw;
/* slice width */
double smx, smn; /* slice max and min */
mx = rdata[0]; /* find max
mn = rdata[0];
for (i = 0; i < n; ++i) /*
{
if (rdata[i] > mx) /* if
mx = rdata[i];
if (rdata[i] < mn) /* if
mn = rdata[i];
}

and min value */
loop through all data points */
data point is bigger than mx then it is mx */
data point is less than mn then it is mn */

sw = (mx - mn) / ((double) slices);

/* calculate the slice width */

for (s = 0; s < slices; ++s) /* loop for each slice */
{
smn = mn + (sw * ((double) s)); /* calculate slice min point */
smx = smn + sw;
/* calculate slice max point */
slicedata[s] = 0;
/* init counter */
for (i = 0; i < n; ++i) /* loop through all data points */
{
if ((rdata[i] >= smn) && (rdata[i] <= smx)) /* if within slice */
++slicedata[s];
/* increment count */
}
}
}
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For example, consider a plot of the first two
terms of the Fourier Cosine series.
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Fig 12 shows the plot for the Fourier Series (1)
where n = {1,2,3,4}. Fig 13 is its slice
distribution plot. Fig 14 is the combined plot.
With just 4 terms, the complexity of the slice
distribution plot increased significantly.
As we add many more terms, the slice plot will
coalesce into a normal distribution curve.
However, as shown in the next discussion, we
need to first condition the data set.
Clipping the Raw Summation Data
This discussion is about random numbers, so the following discussions will use sets of prime
numbers for n in the Fourier Series. We want chaotic voices, not synchronous harmony. I will
refer to each cosine-sine summation term as a voice (or voices) as previously defined in equation
(6). Unless otherwise specified, the coefficients will be set as (8).
(8)
As we will see in the next data plots, as the number of voices increase, a few data points become
much greater than the locus, notably at multiples of 60 degrees. The numbers become so much
larger than the locus, that analysis of the data will grossly skew. To fix this issue, remove from
the data set (The Removal Postulate) any raw summation data points that exceed a threshold. The
points are removed instead of shortening. This is simpler, and provides a discontinuity in the data
which increases the difficulty of backtracking and forward prediction, a desired attribute.
The following discussion shows my derivation for an optimal clip threshold. Consider 32 voices,
where n is the set of the first 32 Prime Numbers. Similarly with 1024 Prime Numbers.
n = {2,3,5,7,11,13,17,19, ... 109,113,127,131} 32 Primes
n = {2,3,5,7,11,13,17,19, ... 8117,8123,8147,8161} 1024 Primes
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Figs 15-18 shows the extreme values relative to the central locus. By setting a clip threshold to
remove extreme points, the data set can then be conditioned without the skewing caused by those
extreme points. An issue with setting a threshold is that as the coefficients morph through
multiple rounds of reseeding (discussed later), the width of the central locus will fluctuate. We
want a threshold level that is large enough so to minimize discarded values, but small enough as
to not cause a skewing during conditioning (discussed later).
The number of Voices is the major factor that influences the magnitude of the values, which
leads to equation (9).
(9)
Equation (10) calculates the standard deviation of x for n data points.
(10)
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We want to find a value D for equation (9) such that the clipped data is about 4σ of the central
locus. By clipping at the 4σ point, we have a bit of extra room to allow for variations caused by
various combinations of coefficient values. In testing many combinations of voices vs points vs
coefficients, 4σ worked consistently. We want σ for the central locus of points. Begin by setting
D=5 to eliminate the extreme data points while retaining the majority of points so we can find σ.
For an experiment, let the number of points (x-axis) be 65536 around the circle of 360 degrees
with 65536 Voices. Set D=5 such that equation (9) becomes 5*sqrt(65536) = 5*256 = 1280. The
hard clip threshold for the raw summation data is at 1280. Any summation value greater than the
threshold is simply removed from the set (The Removal Postulate).

Figs 19-20 are the same data but scaled differently. Fig 19 shows the full data set. Note the
extreme values at 0 and 180 degrees. Fig 20 is scaled to show the central locus data. A dashed
box in Fig 20 shows the clip point for this experiment.

Fig 21 is the data after being clipped at 1280. Fig 22 shows the slice distribution. Note that with
many voices and many data points, the distribution follows a Gaussian curve. A dashed line box
shows the 4σ point section. The Standard Deviation σ calculated across the clipped data is
σ = 190.336329

4σ = 761.345316

Random Determination

27 April 2016

13 of 35

The next step is to generate similar sets of data but with different number of voices. Let the
number of points remain at 65536 for each data set. Let the number of voices be the following:
Voices={1024, 2048, 4096, 8192, 16384, 32768, 65536}
Fig 23 shows the plot of the standard deviation
vs the number of voices. The standard deviation
was calculated on the clipped set with D=5 using
equation (9). For the 4σ curve, note the perfect
fit to a square root curve. The 4σ curve will be
the clip point for the raw data set for any given
number of voices used to calculate the data set.
Using the Least Squares method to find D of
equation (9) for the 4σ curve, we get the
following:
(11)
Correlation = 0.999943

(12)

Since the threshold need be only about 4σ, Let us simply round D to 3.0. This makes the clip
threshold during the raw summation of voices into equation (13).
(13)
At this point, we used the Fourier Series (1) to calculate a set of points for a given number of
voices. That data has points removed that exceed the clip threshold (13). Now we need to
condition the data set to make it a uniform distribution from the Gaussian distribution.
The 45 Degree Wavelet Sweep Angle

As we saw in Fig 19, as the number of voices increase, we get a very large spike at 0 and 180
degrees. Fig 24-25 expands around 0 degrees from -3 to 3 degrees. Fig 24 is the raw summation
data without being clipped. Fig 25 is clipped at the threshold as shown in equation (13).
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On large spikes we get a ringing relaxation arc which can last for a few degrees depending on the
number of voices and coefficient pattern. We want to rotate the start of the 45 degree sweep to
avoid the ringing arc. Similar, but not as extreme, are the spikes at multiples of 60 degrees.
Again, the magnitude of these spikes depend on the number of voices.
We want to choose a 45 degree arc that avoids major spikes. To avoid the major spike at 0 and
the lesser spike at 60 degrees, position the 45 degree sweep between the two points. This seems
to work in all cases.
45 Degree Sweep Arc = 11.25 to 56.25 Degrees

(14)

Filter 3.125σ
Although the raw data is clipped at the general 4σ point as defined by equation (13). That clip
point is just to remove extreme data points. As we saw in the previous data plots, the data takes
on a Gaussian distribution curve. We want to filter to 3.125σ where σ is the standard deviation of
the clipped data set. This will yield a cosine curve that is simple to flatten.
The filter process involves calculating σ for the clipped raw data, calculate 3.125σ, then clip data
points that exceed that threshold (The Removal Postulate). For clarity in the plots, I will use
16384 Voices and Points, with the number of distribution slices set at 250.
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Figs 29-30 show the result of clipping the raw summation data at 3.125σ then normalizing the
data. Note that the slice distribution has become a cosine curve. It is this step that would skew
had we not clipped the extraneous data points prior to calculating σ for this step.
Flattening the Distribution Curve
To flatten the distribution curve, we want a transform that effectively pushes points from the
congested center outward. Since the data points are now normalized from -1 to 1, we can see the
y-value of the normalized data is proportional to the amount of pushing needed to flatten the
curve.
Let Yf be the flattened data. Let Yn be the normalized data that was clipped at 3.125σ. Equation
(15) flattens the curve.
(15)

Note the boundary condition on both ends of the Fig 32 distribution plot. We see the effect on the
top/bottom edges of the Fig 31 data scatter plot. Note the similarities between Fig 32 and Fig 7,
the slice distribution for a simple cosine wave.
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The Reseeding Haircut
Consider the issue of the spiking end points in Figs 31-32. We do not want a bias toward any
numbers, yet we see a clumping of data points on the top and bottom of the flattened data plot.
We could apply some transform to flatten the edges, or we can simply remove them, then use
those numbers for reseeding.
We see in Fig 32 that most of the data follows a mostly flat distribution. By cutting where the
distribution curve on the ends becomes flat, we are left with just the flat part. Experimenting with
many combinations of coefficients vs voices vs points, A good clip point is at +/- 0.9. This
results in the removal of about 20% of the numbers. Instead of discarding the clipped numbers,
recycle the cut numbers for reseeding the generator. Doing such also provides a level of
cryptographic security to the list by breaking continuity throughout the data set.
Clipping the edges is simple. Any value greater than 0.9 or less than -0.9 is removed from the set
and stored in a separate array. These numbers are used to reseed the generator as explained in the
next sections.

Fig 33 shows the final result after clipping and
re-normalizing. Fig 34 shows the points that
were removed. For display purposes, the
removed data is in its x position. Points not
removed are zero. We started by generating
16384 points. After conditioning, we have
13355. The final count will vary depending on
the coefficient pattern. Fig 35 shows the slice
distribution for the data in fig 33. We now have a
flat distribution that is normalized for -1 to 1.
Fig 33 was generated with both the an and bn
coefficients initially set to 1. I call this the Base Set of random numbers for the given Voices and
Points. Initial seeding is explained after the discussion about reseeding and hashing. Reseeding is
done by changing the coefficients to a new set of numbers. The data removed from clipping the
data after flattening, as shown in Fig 34, is used in the reseeding process. I will explain this
process after discussing scrambling.
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The Scrambler
The Scrambler mixes the order of items in a list. Many applications need a randomized list of
numbers drawn without replacement. Given a list of N items, we want to select the items in a
random order without replacement. Without Replacement means that we will Draw all N items
exactly once. Part of the reseeding process involves scrambling the coefficients.
The Scrambler technique requires that the list of random numbers be normalized and positive
definite. As illustrated in Fig 33, the random number data is normalized to [-1,1]. We want the
numbers to be [0,1]. To convert the list to positive definite: Let Rn be the list of random numbers
normalized [-1,1]. Let Rp be the positive definite [0,1] version of Rn. For a specific n, add 1 then
(16)
Given that we need N number of items in the scrambled list, The Scrambler works as follows:
[1]
Make an array of N elements, where each element is initialized to its offset into
the array {0,1,2,...,N-1}. (note the base-0 indexing)
[2]
Make a loop counter that is initialized to the number of elements N. For example,
let us say the variable q is the loop counter, so q=N.
[3]
Grab the next random number from the previously generated list. Note that if the
scrambler list is longer than the number of elements in the random number list, when at
the end of the random number list, simply reset the pointer back to the start of the list. I
will discuss this topic later.
[4]
Multiply q and the random number, qRp. The integer of the product is the offset
into the array by simply discarding the fractional part of the product. For example if q=5,
and the random number is 0.9999, the product is 4.9995. Discarding the fraction, leaves
just the integer 4. One special case exists when the random number is exactly 1.0 (which
usually occurs about once). This would make the base-0 subscript exceed the boundary of
the array. If the product qRp equals q, then the product should be overridden and set q-1.
This prevents a buffer overrun.
[5]

Extract and save the qRp element from the array.

[6]
Starting at the qRp position, scoot all the elements above the qRp position down
one position.
[7]

Put the extracted element that was at qRp into the last position (N-1) of the array.

[8]

Decrement q and repeat [3] to [8] while q is greater than zero.
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The following is a C function for creating a scramble table.
#define RANDOM_SCRAMBLE_MAX 65536L /* max number of elements in scramble[] */
long scramble[RANDOM_SCRAMBLE_MAX + 2];
/* scramble table can be any size */
/*
/*
/*
/*
/*
/*
/*

********************************************************** */
creates a scramble list of integers */
n is the number of elements for the integer array */
r is the starting position in the random number table */
sets scramble[] to the values */
make sure random table is positive definite before calling */
********************************************************** */

void random_scramble_table(long n, long r)
{
long i;
/* loop counter */
long q;
/* scramble array counter */
long j;
/* temp variable */
long k;
/* temp variable */
double d; /* temp variable */
/* domain check */
if (n > RANDOM_SCRAMBLE_MAX)
n = RANDOM_SCRAMBLE_MAX;
if (n < 4)
n = 4;
for (i = 0; i <= n; ++i) /* init scramble array */
scramble[i] = i;
q = n;
while (q > 0) /* draw without replacement */
{
d = rdata[r] * ((double) q); /* multiply random number at r times q (qRp) */
/* rspecs.fcnt is the total count of random numbers */
if (++r >= rspecs.fcnt) /* increment the random number index */
r = 0;
j = (long) d; /* take just the integer part of the product */
if (j >= q) /* test for special case random number is exactly 1.0 */
j = q - 1;
if (j < 0) /* should never be true but testing anyway */
j = 0;

}

k = scramble[j];
/* save the qRp element */
for (i = j; i < n; ++i) /* scoot elements above it down one */
scramble[i] = scramble[i + 1];
scramble[n - 1] = k; /* put the saved element at the end of the list */
--q;
/* decrement q */
}

In each loop, q is decremented. As each element is selected, it is pushed onto the end of the array,
which pushes downward. This reorders the list in-place and removes each element from
consideration in future loops after it is selected. The remaining list elements continuously change
their position as elements are removed and the remaining elements push downward.
Each loop has a propagating effect on future loops. If a single number from the list of random
numbers is different, its corresponding element causes a cascading change that affects all
remaining loops. So something such as a single bit-flip can drastically change the entire list. It is
because of this constant reshuffling that we can reset the pointer for the random numbers to the
start of list (step [3]) if the end of the random number list is encountered.
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The resulting list of scrambled numbers are used as index numbers in the reseeding and
encryption algorithms (discussed later). Other applications may use the numbers directly, or
normalize the list for a specific purpose, or utilize a subset of the final list.
Reseeding
Once a set of random numbers is generated and conditioned, we need to change the set of
coefficients before generating the next set, else we would generate the same set again. As
previously mentioned, the data points removed when flattening the data set are used for
reseeding. This results in changing the values of about 20% of the coefficients, then the entire set
of coefficients are scrambled. This makes a very different and unique set of coefficients.
Scrambling balances the distribution of the coefficient values to minimize bias or neglect of any
region after many reseedings. Scrambling also adds an additional layer of complexity to thwart
backtracking and prediction attacks.
Consider the previous example of 16384 voices and points. Each voice has two coefficients, an
and bn. That is 32768 coefficients. Such is the reasoning for using the removed data points. All of
the removed points already follow a pattern of randomness, and we have many points to use.
Consider the value of the coefficients for a voice. We do not want any particular voice to overly
dominate, nor disappear. The maximum value for any coefficient will be 1. So the max value is
not an issue. The issue is what to use for its lower limit. If a coefficient is too small, especially if
several in a row are small, then the spectral distribution will have a significant hole.
The ideal value for the lower limit needs more study, but I found using a lower bound about 0.5
to 0.75 works well.
Re-Scaling the Removed Points
The removed data points need to be re-scaled to the chosen lower limit. Although the example
(Fig 34) shows zeros for points not removed, in practice, the removed data points are sequential
in an array without any zero points. For a general solution, I define the following variables:
L = The desired lower limit for a coefficient.
Yclip = The clip point, minimum value of the removed data (0.9)
|Cn| = Absolute value of a specific clipped value in the removed data
For each |Cn|, we want to scale between a max value of 1, and a minimum value of L, [L,1].
[1]
Remove the offset by subtracting Yclip from each value (|Cn|-Yclip) then normalize
by dividing it by (1-Yclip). At this point the numbers are scaled [0,1].
[2]

Multiply by (1-L) to make it [0,(1-L)].

[3]

Add L to make the set [L,1].
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A little bit of algebra and factoring, we get the general equation (18) for re-scaling:
(18)
Given Yclip = 0.9, equation (18) yields (18a):
(18a)
Plug in numeric values for L with Yclip = 0.9, we get the simpler equations (19):
L = 0.5
L = 0.6
L = 0.7
L = 1/sqrt(2)
L = 0.75
L = 0.8

5 |Cn| - 4
4 |Cn| - 3
3 |Cn| - 2
2.928932 |Cn| - 1.928932
2.5 |Cn| - 1.5
2 |Cn| - 1

(19)

Insert the New Coefficients
Inserting the new coefficients is done by sequentially alternating between the an and bn
coefficient arrays until the list is exhausted. Even indexed numbers are sequentially inserted into
the an array. Odd indexed numbers are sequentially inserted into the bn array. The new values
overwrite the old values. After inserting the new values, both the an and bn coefficient arrays are
scrambled. Although we inserted the new values starting at the head of the arrays, scrambling
will distribute the changes across the whole array and reorder the unchanged coefficients.
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Scramble the Coefficients
Both the an and bn coefficient arrays will use the same scramble table, but scrambled
independently. We need to generate a scramble table with N equal to the number of Voices. Each
voice has two coefficients, but we will use the same scramble table for both arrays. Consider the
previous examples that had 16384 Voices and Points (note that it is not necessary for the number
of points and voices to be equal), we need a scramble table where N=16384.
To scramble the an and bn coefficient arrays:
[1]

Generate a scramble table where N equals the number of Voices.

[2]

Make an index variable for the scramble array initialized to 0.
(note base-0 indexing). For example, let the scramble table index be i, so i=0.

[3]

Grab the current (i) and next value (i+1) from the scramble table. For example,
let those two numbers be named j and k.

[4]

Using j and k as subscripts into the an array, swap the values at j and k.

[5]

Increment i then repeat [3] and [4] while i is less than N-1. This will cause the
final round to swap using values in the scramble table at N-2 and N-1.

[6]

Repeat [2] - [5] for the bn coefficient array.

Use the scrambled coefficients to generate the next set of random numbers. The generation will
create a new set of removed points that will be used to reseed. Repeat.
Consider if the user needs a unique set of random numbers based on a seed or password. For
example, both the encryption and decryption process needs to generate the same set of random
numbers. Practically, most users will use a seed or password length that is significantly shorter
than the total number of coefficients (twice the number of voices). For the following discussion, I
will use the term seed to refer to either a seed or a password.
We want to process the seed to expand its length without simply replicating its characters. The
following discussion explains The Hasher which is an algorithm that creates a hash from the
seed and extends its length without replication.
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The Hasher
The Hasher converts any string of one or more bytes into a unique hash string of 56 bytes. NIST
defines a Hash2 as A function on bit strings in which the length of the output is fixed. The output
often serves as a condensed representation of the input. An extendable output function (XOF) is
defined as A function on bit strings in which the output can be extended to any desired length. The
Hasher algorithm can give a fixed 56 byte length, or any desired longer lengths.
The algorithm works regardless of the endianness of the system. The algorithm is byte-oriented. The
algorithm works on any number of seed bytes without padding. Streams of bytes are processed as
received without prior knowledge of the total number of bytes in the stream.
Given an input consisting of one or more bytes, an output is generated that is 56 bytes long (448
bits). The algorithm creates drastically different outputs with cascading effects for inputs that differ
by as little as a single bit. The process can repeatedly cycle to extend the output to any length. The
extending algorithm is explained in the next section.
The 56 bytes derives from the number of combinations of 3 ones within a byte. Let y=8, the number
of bits in a byte. Let x=3 representing 3 bits being a one in a byte. Using equation (20), we get the

initialization, byte processing, and string processing, followed by a detailed explanation.
2 NIST FIPS Publication 202, SHA-3 Standard: Permutation-Based Hash and Extendable-Output Functions
http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.202.pdf
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int hashpos;
/*
unsigned char hashstring[56]; /*
const unsigned char hash3[] =
{ 0xe0, 0x07, 0xd0, 0x0b, 0xc8,
0x15, 0xb0, 0x16, 0xa8, 0x19,
0x25, 0x94, 0x26, 0x92, 0x29,
0x32, 0x86, 0x34, 0x85, 0x38,
0x49, 0x62, 0x4a, 0x61, 0x4c,

23 of 35

starting position for hash round */
The hash string output of 56 bytes */
0x0d,
0xa4,
0x91,
0x83,
0x58,

0xc4,
0x1a,
0x2a,
0x43,
0x51,

0x0e,
0xa2,
0x8c,
0x70,
0x54,

0xc2, 0x13,
0x1c, 0xa1,
0x2c, 0x8a,
0x45, 0x68,
0x52 } ;

0xc1,
0x23, 0x98,
0x31, 0x89,
0x46, 0x64,

/* *************************************** */
/* resets and initializes the hash process */
/* *************************************** */
void random_hash_init(void)
{
int i;
hashpos = 0;
/* init hashpos to zero */
for (i = 0; i < 56; ++i) /* init hashstring to hash3 values */
hashstring[i] = hash3[i];
}
/* ******************************** */
/* does a hash round for the byte c */
/* ******************************** */
void random_hash_round(unsigned char c)
{
int i, q;
/* loop counters */
unsigned long long w; /* holds the 7 bytes from hash3 starting at hashpos for bit test */
unsigned long long b; /* walks a single bit from 0 to 55, once for each loop for bit test */
unsigned char a;
/* accumulator */
if ((hashpos > 49) || (hashpos < 0)) /* domain check 56 - 7 */
hashpos = 0;
/* load w with 7 bytes (56 bits) from hash3 starting at hashpos */
w = 0;
for (i = hashpos; i < hashpos + 7; ++i)
{
w <<= 8;
w |= (unsigned long long) hash3[i];
}
a = hashstring[hashpos] ^ c;
b = 0x01;
q = a % 56;
for (i = 0; i < 56; ++i)
{
if (b & w)
/* bit
a ^= hash3[q];
else
a += hash3[q];

/*
/*
/*
/*

init
init
init
loop

accumulator */
walking bit used in bit test */
hash3 position counter */
once for each element in hashstring */

test, if true then xor else add hash3[q] */

hashstring[i] ^= a; /* xor hashstring[i] with accumulator */
if (a & 0x80)
/* rotate accumulator left one */
{
a <<= 1;
a |= 0x01; /* put msb into lsb */
}
else
a <<= 1;
b <<= 1;
/* shift test-bit left one position */
if (++q >= 56) /* increment hash3 loop counter */
q = 0;
}
if (++hashpos > 49) /* increment hashpos before exit */
hashpos = 0;
}
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/* ******************************* */
/* Process n bytes pointed to by p */
/* ******************************* */
void random_hash_string(void *p, int n)
{
int i;
unsigned char *c;
if (n <= 0)
return;
c = p;
/* convert the void pointer to an unsigned char pointer */
i = n;
/* init loop counter */
while (i) /* loop until i==0 */
{
random_hash_round(*c); /* do a round for the current character */
++c;
/* increment character pointer */
--i;
/* decrement loop counter */
}
}

The variable hash3 is declared as a constant to prevent inadvertent modification. It is set to the
56 values of a byte that have exactly three ones in the number, alternating high-low, as
previously discussed. The variable byte array hashstring is initialized to the hash3 values before
processing begins and contains the resulting 56 bytes after processing, Its values are recursively
used throughout the hashing process. The variable hashpos is a circular counter modulus 49 (56
minus 7, the number of bytes used to load the variable w). It is the index position within hash3
and hashstring to use for initialization at the start of a round and is incremented by one at the end
of the round. A round processes one byte.
The hashing process is reset and initialized by calling random_hash_init(). the variable hashpos
is set to zero, and the values of hash3 are copied into hashstring.
A round begins by initializing the variable w to the next 7 bytes of hash3 starting at the index
hashpos. It is used in the bit check decision to decide whether to do an xor or add by comparison
bit-wise with the walking bit in b.
The variable b is initialized to 0x01. Its value is shifted left once for each of the 56 loops. It is
and'ed bit-wise with w for comparison. If the result is not zero, then the operation is an xor, else
it is an arithmetic addition. Since w is set to values from hash3, every 8-bits will have 3 ones and
5 zeros. An xor is a bit-wise operation that only affects corresponding bits. An arithmetic
addition has a cascading affect due to possible overflow that may change one or more
consecutive bits.
The variable a is used as an accumulator so that each loop result will cascade to following loops.
At the start of a round, a is initialized to the xor of the hashstring byte at hashpos and the given
byte c. Doing such individualizes each round even if c is the same value for consecutive rounds
and causes results from previous rounds to propagate. The variable q is a circular counter
modulus 56 used as an index for hash3. It is initialized to the modulus 56 of a after it is
initialized. Doing such scrambles the alignment between hash3 and hashstring so that
consecutive rounds process differently.
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The variable i is the main loop counter which loops 56 times, and is used as the index for
hashstring. A loop starts with the bit-test by bit-wise and'ing the variables w and b. If the result is
not zero then a is xor'ed with hash3[q], else a is arithmetically added to hash3[q]. The value at
hashstring[i] is then xor'ed with a, then a is rotated (msb loops back to lsb) one position left. The
test-bit in b is shifted one position left, and q is incremented modulus 56. After 56 loops,
hashpos is incremented modulus 49. The round for the given byte is done.
If a smaller, but significantly less secure implementation is desired, then the 2/28 scheme may be
better for some applications. An alternative to using 3-bit/56 numbers, is to use 2-bit/28 numbers.
The algorithm is the same except a 2-ones of 8 table is used, and the loops and variables scale to
the 28 combinations accordingly. Since each round is 28 loops instead of 56, processing will be
faster, but with significant less security. The 28 bytes correspond to a 224 bit hash word versus
the 56 byte 448 bit hash word. Security applications may need a hash that is more than 384 bits
so the 2/28 scheme may not meet the requirement. Except for tweaking a few numbers, the
algorithm is identical.
0x03, 0x05, 0x06, 0x09, 0x0a, 0x0c, 0x11, 0x12,
0x14, 0x18, 0x21, 0x22, 0x24, 0x28, 0x30, 0x41,
0x42, 0x44, 0x48, 0x50, 0x60, 0x81, 0x82, 0x84,
0x88, 0x90, 0xa0, 0xc0

0xc0, 0x03, 0xa0, 0x05, 0x90, 0x06, 0x88, 0x09,
0x84, 0x0a, 0x82, 0x0c, 0x81, 0x11, 0x60, 0x12,
0x50, 0x14, 0x48, 0x18, 0x44, 0x21, 0x42, 0x22,
0x41, 0x24, 0x30, 0x28
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Extending the Hash Output
The following is a C function that uses The Hasher algorithm to create an output of any length
from any length input seed. The seed can be any value comprised of one or more bytes. The C
function is limiting the input seed length to an arbitrary maximum of 4095 bytes (32,760 bits),
which should be more than adequate for any application. The output length can be any size and is
limited only by system resources and implementation needs.
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*********************************************************************** */
Extends a seed using the hasher algorithm */
*sd points to the input seed byte string of sn bytes */
sn is number of bytes in sd */
*pout points to where to put the output */
tout is total number of output bytes to extend the seed */
input length arbitrarily limited to 4095 characters max for development */
but algorithm works with any desired length */
zero length input or output returns with nothing done. */
*********************************************************************** */

void random_hash_extend(void *sd, int sn, void *pout, int tout)
{
int i;
/* loop counter */
int cnt;
/* output count */
unsigned char *cout; /* character out pointer */
if (sn <= 0) /* if zero input bytes */
return;
if (tout <= 0) /* if zero output bytes */
return;
if (sn > 4095)
/* arbitrary input limit */
sn = 4095;
/* can be adjusted to any desired value */
if (tout > RANDOM_VOICES * 2) /* development array size is RANDOM_VOICES * 2 */
tout = RANDOM_VOICES * 2; /* debugging trap to prevent buffer overrun */
cout = (unsigned char *) pout; /* convert void to character pointer */
cnt = 0;
/* init output byte counter */
random_hash_init();
/* initialize hash process */
random_hash_string(sd, sn); /* first hash using the given seed */
while (cnt < tout) /* loop until output is full */
{
random_hash_string(hashstring, 16); /* use first 16 bytes as new seed */
for (i = 16; i < 56; ++i)
/* copy the other 40 bytes to output */
{
*cout = hashstring[i]; /* copy the byte */
++cout;
/* increment output pointer */
if (++cnt >= tout)
/* increment output counter and test if done */
return;
/* done if reached tout amount */
}
}
}

The process is initialized with a call to random_hash_init(). After initialization, the
random_hash_string() function is called to convert the given seed byte string into the initial set
of 56 hash bytes. The variable cnt counts the number of bytes written to the output buffer. The
process terminates when the requested number of bytes are written.
The processing loop begins by calling random_hash_string() using the first 16 bytes of the
previously generated hash string as the seed. After the new 56 hash bytes are generated, the
trailing 40 bytes are copied into the output buffer. The processing loop repeats until the output
buffer is full.
By using the leading bytes as the reseed, and not including those bytes in the output, the internal
reseeding process along with the initial seed is obfuscated from the output.
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The Initializing Seed for the Random Number Generator
The random number generator needs an initial seed to create a unique or specific set of numbers.
The seed can be any value in a string of one or more bytes. For example, a unique set of random
numbers is generated using a secret seed (password) to encrypt some data. That same sequence
of random numbers is needed to decrypt the data. The origin of the seed is itself a field of study
that is beyond the scope of this discussion. Suffice that the user supplied seed is of adequate
length and strength for the application. Seeding is done by creating an extended hash of the given
seed which is used to set the initial values of the an and bn coefficients.
Consider the random generator using 8192 voices. Since each voice has two coefficients (an and
bn), we need up to 16384 unique numbers. The seeding process involves creating an extended
hash from the user supplied seed, scaling those numbers, then inserting them into the coefficient
arrays. Changing just a single coefficient results in a minor change to the random number
generator. A significant percentage of coefficients need to change (startup default is 1.0). Using
the hash extender, all coefficients get an initial value.
To illustrate the effect of a single bit change in a seed, consider a single byte seed with the value
0x01 (00000001b), and another seed 0x03 (00000011b). They differ by a single bit. Take each

Subtracting each point from the corresponding
point from the two data sets yields the
differential data in Fig 42. Note that with only a
single bit difference in the seed value, the data
generated by the hash extender is drastically
different.
Note that the hash data has 8-bit resolution.
Although two hash bytes could be concatenated
to make a 16-bit number (or larger), the data
does not meet all requirements for random
numbers. Although the extender could be used as
a random bit generator, the 8-bit resolution must be considered.
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Normalize and Scale the Extended Seed
At this point we have from the example n = 16384 bytes from the hash extender with values
from 0 to 255. the values need to be normalized and scaled for use as coefficients. Previously we
derived the general equation (21) for scaling the removed data from clipping to use those
numbers as reseeding coefficients .
(21)
Let Sn be the set of extended seed numbers. Let Cn = Sn / 255 so Cn is [0,1]. This makes Yclip = 0.
Putting these values into (21), some algebra and factoring, yields equation (22).
(22)
L is the lower limit for the coefficients which is a given value, typically 0.5 to 0.75. The entire
set of both coefficients (an and bn) are set to these scaled values. The values of the scaled Sn array
are alternately assigned to the an and bn coefficient arrays. If the index for Sn is even, then the
number is put in an. Odd indexes are put into bn.
Summary of the Random Number Generating Process
[1]

Set the number of Voices, Points, and Lower Limit of the coefficients for
the generator.

[2]

Process the seed through the hash extender to create the initial set of
coefficients, normalize, scale, then insert into the an and bn coefficients

[3]

Generate the raw list with the hard clip at 4σ

[4]

Calculate σ and filter to +/- 3.125σ

[5]

Normalize, Flatten, then Clip the top and bottom edges at +/- 0.9 saving
the removed data to reseed the coefficients.

[6]

Re-Normalize the data after clipping. The Random Numbers are finished.

[7]

Re-Scale the removed numbers form step [5]

[8]

Insert the reseed coefficients into the an and bn coefficients.

[9]

Generate a scramble table the size of the number of Voices then scramble
the coefficients.

[10]

Repeat from step [3] to make the next set of random numbers.
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The NousCrypt Encryption Algorithm
NousCrypt is a block encryption algorithm. The user supplied password may be any value and
any length. The origin of the password is beyond the scope of this discussion. Suffice that the
user supplies a password that has adequate length and strength for the application.
The NousCrypt algorithm uses the previously described hashing algorithm, scrambling
algorithm, and random number generator. Both the encryption and decryption processes must use
the same numbers for the Voices, Points, and Lower bound in the random number generator and
seeding/reseeding processes.
The password consists of one or more bytes with any value which is processed by The Hasher to
create a 56-byte key. This 56-byte key is used for the remaining processes. Upcoming references
to the key refers to these 56-bytes, not the password, unless otherwise specified.
The encryption process consists of hashing the bytes of the block then doing a bit-wise scramble
of the entire block. The entire block is treated as a single unit for the bit-wise scramble. This
differs from other encryption algorithms that process bytes or words at a time with reversible
Boolean operations.
The internal contents and format of the bytes within a block are defined by the application. The
encryption algorithm only needs to know the number of bytes in a block, not the format of the
block.
A suggested format of a block:
bytes 0 - 55
bytes 56 - 63
bytes 64 - (N+64)

56-byte hash verification of the message within this block
Block ID code defined by the application.
The N number of message bytes

The Block ID may be a sequence number, message ID, or some composite value as defined by
the application. The block ID and message bytes are processed through the hasher algorithm to
create a 56-byte verification code. The verification code applies only to the message bytes and
block ID code within that block and is not associated with the 56-byte password key. If using a
fixed block size, and the number of bytes in the message do not fill the entire block, then the
message should be padded with null bytes. Whether the length of consecutive blocks are the
same or variable is defined by the application.
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Encryption Initialization
Before processing the first block, the random number generator needs to be initialized. The user
supplied password is processed through The Hasher to create a 56-byte key. The key (not the
password) is used as the initialization seed for the random number generator. The number of
points generated per seed/reseed round should be at least large enough for processing an entire
block. The number of voices should be equal or greater than the number of points and
recommend at least 2048 voices.
When the list of random numbers is exhausted, the application can either reset/reuse to the start
of the random number list, or initiate the reseed process and generate a new set of random
numbers. An option is to generate a new set of random numbers for each block. The random
numbers are accessed sequentially as needed by the algorithm.
Hashing a Block
A block is hashed before it is scrambled. Hashing obfuscates the data and patterns such as
consecutive identical bytes. Many blocks may be needed to encrypt a large data set. If the same
hash code is used for every block, and adversary may gain insight of the hash code. To minimize
such, the hash code should be changed for every block. A new key is made for each block by
running the previous key through the hasher.
To hash a block:
[1]

Make a key for this block by processing the key from the previous block
through the hasher to create a new key. The first block processes the key
made from the password.

[2]

Process the key for this block through the hash extender to make the
number of bytes equal to the number of bytes in the block.

[3]

Xor the corresponding bytes of the extended hash with the block.

The same process is used during decryption. After a block is unscrambled (explained in next
section), the data needs to be unhashed. The process is the same. A new key is made from the
previous key which is used to make an extended hash which is xor'ed with the data.
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The Bit-Wise Scrambler
The encryption/decryption algorithm uses bit-wise scrambling. This differs from other
algorithms that do reversible Boolean operations on byte or word units to obfuscate the data. The
section describing The Scrambler involved the swapping of bytes based on indexes in a scramble
table. Bit-Wise Scrambling uses the scramble table as bit indices where the entire block is a
single unit. For example, a block consisting of 1024 bytes has 8192 bits. So the scramble table
will have 8192 elements which indexes each bit exactly once.
The following is a C function for doing a Bit-Wise Scramble on a block of bytes, followed by a
detailed explanation of its operation:
/*
/*
/*
/*
/*
/*
/*
/*

***************************************************************** */
Does a bit-wise scramble on a block of bytes */
generates a scramble table then does the bit-wise scramble */
the scramble table will have n*8 elements */
p is the pointer to the first byte */
n is the number of bytes to be scrambled */
r is the starting position in the current table of random numbers */
***************************************************************** */

/* bitadrs0 and bitadrs1 are used to simplify addresing bits */
const unsigned char bitadrs1[] =
{ 0x01, 0x02, 0x04, 0x08, 0x10, 0x20, 0x40, 0x80 } ;
const unsigned char bitadrs0[] =
{ 0xfe, 0xfd, 0xfb, 0xf7, 0xef, 0xdf, 0xbf, 0x7f } ;
void random_bitwise_scramble(void *p, int n, int r)
{
int i;
/* main loop counter */
int qj;
/* j byte index for current loop */
int bj;
/* j bit index for current loop */
int qk;
/* k byte index for current loop */
int bk;
/* k bit index for current loop */
unsigned char *c; /* byte pointer into array */
random_scramble_table((n * 8), r); /* create the scramble table */
c = p;
/* convert void to character pointer */
for (i
{
qj =
bj =
qk =
bk =

}

= 0; i < ((n * 8) - 1); ++i) /* the main loop */
scramble[i] / 8;
/*
scramble[i] % 8;
/*
scramble[i + 1] / 8; /*
scramble[i + 1] % 8; /*

calculate
calculate
calculate
calculate

the
the
the
the

j
j
k
k

byte index */
bit index */
byte index */
bit index */

/* if both j and k bits are the same then nothing to swap */
if ((c[qj] & bitadrs1[bj]) && !(c[qk] & bitadrs1[bk])) /* j=1 and k=0 */
{
c[qj] &= bitadrs0[bj]; /* clear the bit */
c[qk] |= bitadrs1[bk]; /* set the bit */
}
else
{
if (!(c[qj] & bitadrs1[bj]) && (c[qk] & bitadrs1[bk])) /* j=0 and k=1 */
{
c[qj] |= bitadrs1[bj]; /* set the bit */
c[qk] &= bitadrs0[bk]; /* clear the bit */
}
}
} /* end of main loop */
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The function random_bitwise_scramble() has three parameters. The variable p is a void pointer
which points to the first byte of the block to be scrambled. The variable n is the number of bytes
in the block to be scrambled. The variable r is the starting offset into the existing table of random
numbers to create the scramble table.
The process begins by creating a scramble table by calling random_scramble_table(). the
parameters are the number of bytes times 8 (n*8) for the size of the table to be created, and the
starting position in the random number table r.
The local pointer c is initialized to the parameter pointer p. This converts the void pointer to a
character pointer to simplify addressing the bytes in the block.
In the previous section that described how to scramble bytes, the local variables j and k were
used to index the two bytes being swapped. Since this process is dealing with bits instead of
bytes, we need both an index for the byte and an index for the bit within that byte. The variable
qj is the index for the byte, similar to j in the byte scrambler. The variable bj is the index for the
bit within the byte qj. Similar for the variables qk and bk.
To simplify the bit comparison and setting operations, two constant arrays are declared, bitadrs0
and bitadrs1. Each array has 8 bytes preset with values that correspond to the bit associated with
that elements index. bitadrs1 has a 1's bit in the corresponding bit location, similarly bitadrs0 has
a zero in the corresponding bit location.
The main loop cycles once for each bit in the entire block (n*8). The loop begins by using the
loop counter i as the scramble table index for the two bits to swap. The bit indexes qj and bj are
calculated by dividing the scramble table value at i by 8 for the byte address, then modulus 8
with the scramble table value at i for the bit address. Similarly using (i+1) as the scramble table
index to set qk and bk.
Since this is a bit swap, exactly four possible combinations of the two bits exist. If the bit at qj:bj
is identical to the bit at qk:bk then no swap is necessary since they are equal. Since the only
possible values are zero or one for a bit, then if the two bits are not equal, the bits are set/reset
accordingly.
Unscrambling is similar to scrambling. The C function is identical with one exception. The main
loop counter i counts backwards to zero starting at ((n * 8) - 2). This will unwind the scramble.
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Summary of the NousCrypt Encryption Process
The following is a step by step summary how to Encrypt using the NousCrypt process.
[1]

Both the encryption and decryption process agree on the number of Voices,
Points, and Lower Limit used by the random number generator.

[2]

Make a 56-byte Key by processing the password through The Hasher.

[3]

Use the key to initialize the coefficients of the random number generator.

[4]

Generate the initial set of random numbers.

[5]

Make a new 56-byte key for the current block by processing the key used
by the previous block through The Hasher. The first block uses the key
made from the password.

[6]

Assemble the contents of the block to be encrypted as defined by the
application. If the application uses a verification hash code inside the
block, generate and insert it into the block.

[7]

Use the key for this block to generate an extended hash byte table with its
length equal to the number of bytes in the block.

[8]

XOR the contents of the block with the extended hash table.

[9]

Generate a scramble table with a size equal to the number of Bits in the
block. The number of bits is 8 times the number of bytes in the block. Note
that this step is done inside the example bit-wise scramble C function.

[10]

Bit-Wise scramble the block using the generated scramble table.

[11a] (Optional) Generate a new set of random numbers for use by the next
block by initiating the reseed process for the random number generator.
[11b] (Optional) If the application does not reuse the random number set for
each block, and not enough unused random numbers remain to process the
next block, then initiate the reseed process and generate a new set of
random numbers for use by the next block.
[12]

Repeat steps [5] to [12] until all data is encrypted.
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Summary of the NousCrypt Decryption Process
The following is a step by step summary how to Decrypt using the NousCrypt process.
[1]

Both the encryption and decryption process agree on the number of Voices,
Points, and Lower Limit used by the random number generator.

[2]

Make a 56-byte Key by processing the password through The Hasher.

[3]

Use the key to initialize the coefficients of the random number generator.

[4]

Generate the initial set of random numbers.

[5]

Make a new 56-byte key for the current block by processing the key used
by the previous block through The Hasher. The first block uses the key
made from the password.

[6]

Generate a scramble table with a size equal to the number of Bits in the
block. The number of bits is 8 times the number of bytes in the block. Note
that this step is done inside the example bit-wise scramble C function.

[7]

Bit-Wise unscramble the block using the generated scramble table.
Note that the bit-wise unscramble process is identical to the scramble
process except the main loop is run backwards.

[8]

Use the key for this block to generate an extended hash byte table with its
length equal to the number of bytes in the block.

[9]

XOR the contents of the block with the extended hash table to unmask.

[10]

If the application embeds a verification hash code inside the block,
generate a hash code for the unmasked data and compare with the
hash code embedded in the block.

[11a] (Optional) Generate a new set of random numbers for use by the next
block by initiating the reseed process for the random number generator.
[11b] (Optional) If the application does not reuse the random number set for
each block, and not enough unused random numbers remain to process the
next block, then initiate the reseed process and generate a new set of
random numbers for use by the next block.
[12]

Repeat steps [5] to [12] until all data is decrypted.

